Abstract-To solve the problems of consumers' security and privacy, a new RFID authentication method based on the elliptic curve is proposed. Comparing with other asymmetric cryptography, this method has stronger security, shorter key length, less computation. This scheme makes the reader and the writer being able to complete the certification process for the reader through interact with the protocol of label. Moreover, this scheme can provide anti-replay and privacy-preserving protection for tags.
INTRODUCTION
RFID (Radio Frequency Identification, RFID) system [1] is a non-contact automatic identification system, the system comprises tags, readers and the back-end database. Readerwriter obtains the information in the tags through wireless signal. Due to the nature of the automatic identification, RFID systems to be more widely used in various fields of production, logistics management, access control systems, traffic pay. However, a wealth of data provided by tags is likely to lead to users' privacy and security issues [2, 3] . Majority tags do not have the anti-counterfeiting and anti-illegal read function because of cost constraints, an attacker can easily read or tampered with label information to counterfeit labels, and can even track the owner through the label. In order to design an efficient and secure RFID authentication protocol, [3, 4, 5] proposed public key based schemes for RFID authentication.
The current RFID security authentication methods can be mainly divided into three categories.
Security method based on hashing and random function: the hash function ensures that the integrity of the communication data and the communication data can't be changed, adding the random number generated by a pseudo-random function to the communication data can against replay attacks, and also ensure that the response of each query label are different, so as to achieve the anonymity of labels.
Security methods based on the shared key and the random function: the main principle of the method is using the pseudorandom function based on pre-shared key to realize the authentication, at the initial period, between the server-side database and each label need to share a key in advance. Although so far, have not found that this method has obvious security loopholes, but in order to support this approach, must contains two functional modules which realize the generation of random number and secure pseudo-random function in tag circuit, so it does not apply to the low-cost RFID system. Security methods based on symmetric or asymmetric cryptographic algorithm: the difference between the hash function and the security method based on Hash function is that use AES function replaced with Hash function. This paper proposes a security authentication method of RFID based on the elliptic curve and technology of symmetric cryptography, the method makes reader-writer able to complete the certification process for the reader through interact with the protocol of label, at the same time the method can also antireplay attacks, and protect the privacy of tags.
The beneficial effects of the method are as follows:
The authentication method of RFID based on elliptic curve technology either can enhance the security of the RFID certification, or can provide more higher performance than the authentication technology based on quadratic residue; generating a session key based on nonce value (non-repeating random numbers) to avoid occurring the replay attack; at the same time, labels do not need to send their own identification through the empty while doing authentication, so as to solve the privacy issues of labels.
II. OUR SCHEME
To solve the problems mentioned in the introduction, the paper proposes a security authentication method of RFID based on the elliptic curve and technology of symmetric cryptography, the method makes reader-writer able to complete the certification process for the reader through interact with the protocol of label, at the same time the method can also antireplay attacks, and protect the privacy of tags.
The invention solves the technical problems with the following technical solution:
The invention relates to a security authentication method of RFID based on the elliptic curve and technology of symmetric cryptography, which includes the following steps:
1) The initialization of the device and process; create the elliptic curve, and generate their own public and private key pairs;
2) The initialization process of tags; allocate and verify the public key and the public and private key pairs for tags, and at the same time allocate the signature;
3) The initialization process of reader-writer; create a public and private key pair for the reader-writer, and sign the public key of reader-writer, and allocate its own public key in the reader-writer at the same time, the reader-writer obtain the permissions of reading and writing tags through the signature;
4) The interaction of RFID authentication protocol; use the bilinear technology to verify the signature, and use Diffie-Hellman algorithm of elliptic curve to generate the symmetric key to protect the security of subsequent communications.
The method contains four major contents which are shown in Fig. 1: (1) the initialization process of the device; (2) the initialization process of tags; (3) the initialization process of reader-writer; (4) the interaction process of RFID authentication protocol.
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The process of RFID authentication and symmetric key generation Figure 1 . Four major contents in this scheme
Our schema includes four phases: 1) the initialization process of the device; 2) the initialization process of tags; 3) the initialization process of reader-writer; 4) the interaction process of RFID authentication protocol.
Phase 1) The initialization process of the device
In the initialization process of the device, the scheme references the way in [6] to create elliptic curve, and generate its own public and private key pair.
This solves the following problem: initializing the device first initializes the password system of RFID, the subsequent authentication and symmetric key generation algorithms are based on the password system. The specific initialization process is shown in Fig. 2 .
Initialize the device and create its own public and private key pair.
Initialize the device and create elliptic curve In this step, fist of all initialize the device, according to the method in [6] to create the elliptic curve. Where the parameters of the elliptic curve includes: (p, a, b, n, G). In which p is a large prime number, a and b are the coefficient of the elliptic curve (both are positive integers), n is the band of an elliptic curve (is an integer), G is the bps of the elliptic curve bps (is one point on the plane, forms such as (x y), in which x and y are both positive integers and less than p). The specific method of creation can reference the literature Elliptic Curve Cryptography.
Then initialize the device, according to the method in [6] to create their own public and private key pair (Ks, Gs). In which Ks is a positive integer and less than p, Gs is the point on the elliptic curve (in the form such as (x, y)), Gs = Ks G (Note: KS G is a point multiplication operation as specific defined is in [6] ).
In this step, initializing the device and creating an elliptic curve provide a basis for the generation of subsequent authentication and symmetric key. At the same time, initializing the device and creating its own public and private key pairs, so as to provide a basis for the subsequent signature.
Phase 2) The initialization process of tags In the initialization process of tags, the scheme references the way in [6] to verify and configure a public key and a public and private key pair for tags, at the same time, to configure signature.
The purpose of defining the initialization process of tags is: reader can authenticate tags, at the same time to provide a basis material for the subsequent generation of symmetric key. The specific initialization process is shown in Fig. 3 . In this step, first of all initialize device and randomly generate a positive integer Kl whose value is less than n, according to the method in [6] to calculate: Gl = KlG. And (kl, Gl) constitute public and private key pairs of label l. In which, Kl is the public key and Gl is the private key.
Then initialize the device and calculate the signature of the public key of tags Sl = Ks Gl.
At last initialize the device and write (Kl, Gl, Sl) in the label, and complete the initialization process of tags.
Phase 3) The initialization process of reader-writer
In the initialization process of reader-writer, the scheme references the way in [6] to create a public and private key pair for reader-writer. And sign the public key of the reader-writer, at the same time configure its own public key to the readerwriter. Signature allows the reader has permission to read and write tags.
The purpose of defining the initialization process of readerwriter is: tags can certificate the reader-write, at the same time to provide a basis material for the subsequent generation of symmetric key. The specific initialization process is shown in Fig. 4 . In this step, first of all initialize the device and generate a positive integer km which is less than n, according to the method in [6] to calculate Gm=kmG, then (km, Gm)constitute public and private key pair of the reader-writer m, in which km is the private key and Gm is the public key.
Then initialize the device and calculate the signature of the public key of the reader-writer Sm = Ks Gm.
At last initialize the device and write (Kl, Gl, Sl) in the reader-writer, and complete the initialization process of the reader-writer.
Phase 4) The interaction process of RFID authentication protocol
In the interaction process of RFID authentication protocol, the scheme references the way in [7] to verify the signature by the bilinear technology, at the same time using the DiffieHellman algorithm of elliptic curve to generate symmetrical key, so as to protect the subsequent communications.
The purpose of defining RFID authentication and the generation process of symmetric key are: when the readerwriter wants to read and write the label, the two sides complete the certification process, and at the same time generate a shared key. And which provides security protection for subsequent read and write operations. The specific process is shown in In this step the reader-writer first generates a random number nocne1 then sends (Gm, Sm, nonce1) to the label.
After the label receiving dates of the reader-writer, first of all, uses the bilinear method in [7] to verify the correctness of Sm: e(G, Sm ) = e(Gs, Gm) (Note: e(G, Sm) = e(G, ksGm) = e(ksG, Gm) = e(Gs, Gm)); then generates a random number nocne2 then calculates Gr = (nonce1 * nonce2 *kl) Gm, and then uses the definition of conversion method of point to integer in [6] to changer the point Gr which is on the elliptic curve into key k.
Then the tags send (Gl, Sl, nonce2) to the reader-writer m. After all the reader-writer m first verify the correctness of Sl: e(G, Sm) = e (Gs, Gm) (Note: e (G, Sl) = e(G, ksGl) = e( ksG, GI) = e(Gs, Gl)); then calculates Gr '= (nonce1 * nonce2 * km) Gl. Because of Gr '= (nonce1 * nonce2 * km) Gl = (nonce1 * nonce2 * km * kl) G = (nonce1 * nonce2 * kl) (km G) = (nonce1 * nonce2 * kl) Gm = Gr, so the reader-writer can also get k from Gr.
This step completes the following two things: 1) Authentication. By bilinear pairing algorithm verify the correctness of signature of the public key, and complete the authentication between the reader-writer and the tag.
2) Generate the symmetric key. By Diffie-Hellman algorithm based on Elliptic Curve generate the public key k, so as to protect subsequent communication security.
In the four major should first define the initialization process of the device, and then define the initialization process of tags and the reader-writer initialization process, at last design the authentication method based on elliptic curve, and generate a shared key. In the process, the labels do not need to interact with their own identity, which play an effect of hiding themselves. Besides the generation techniques of the shared key which are based on random nonce value can solve the problem of replay attacks.
III. SECURITY ANALYSIS

A. Comparison
In symmetric encryption system, because of that encryption protocol based on symmetric algorithm is not so many, to some extent, the security protocol based on the tiny encryption algorithm (TEA) can protect data secrecy, integrity, authenticity and prevent leakage of user privacy, but there is also a serious problem of key distribution: all tags and readerwriters in systems all use the same key, so if there is a key of the label being break or leaked, the keys of the entire RFID system are all invalidated. Although there were security authentication methods based on hashing and random function, in these methods, when the reader sends access request to the tag, which the tag returned to the reader is not a fixed ID, but one Hash value of its ID value, but the disadvantage of this method is also very evident, the data integrity, authenticity, and user privacy protection are not guaranteed.
Although the algorithm of RSA in public key encryption system has been widely used, but its key length is generally to be maintained at more than 1024bits, moreover with the enhancement of safety performance requires a corresponding faster growth in key length, leading to implement on higher hardware requirements, therefore it does not suitable for use in RFID chip.
B. Security Analysis
In our scheme, tags do not send its own identification information to the reader-writer while doing authentication, so as to realize hiding the label information.
In our scheme, each authentication uses a randomly generated nonce value, to ensure that the generated key k is different each time, and prevent attacker reproducing an expiration of the data packet, and attacking the tag. So as to achieve the immunity to replay attacks.
In summary, The authentication method of RFID based on elliptic curve technology either can enhance the security of the RFID certification, or can provide more higher performance than the authentication technology based on quadratic residue; generating a session key based on nonce value (non-repeating random numbers) to avoid occurring the replay attack; at the same time, labels do not need to send their own identification through the empty while doing authentication, so as to solve the privacy issues of labels. So as to solve the problems of the existing technique, making tags and readers can achieve the authentication process through the combination method of symmetric key and asymmetric key, and generating a symmetric key, used to protect subsequent communication security.
IV. CONCLUSION
Because of that sometimes in certain circumstances, the authentication protocol based on a symmetric key system has been unable to fully meet the requirements, and the authentication protocol based on a public-key system which applies to RFID system is also less, research on RFID security protocol has very important significance. In this paper, we proposed a security authentication method of RFID based on the elliptic curve and technology of symmetric cryptography. Tt has a higher level of safety performance, and the security issues of data secrecy, integrity, security, authenticity as well as the protection of user privacy in current RFID systems are guaranteed.
